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01 Hotiç Ayakkabı San. ve Tic. A.Ş. Data Breach Notification

On 23.06.2023, unauthorized persons tried to log into the account defined to the 
data controller on the platform by receiving services regarding the permission 
management platform created by the data controller for sending e-mails via SMS. 
The company, which has the title of data processor, aimed to make a phishing 
attack on the data controller, and it was determined that the employees of the 
data controller were aware of the situation at the time of the incident by sending a 
text message. It was determined that 1,926,889 people and records affected by the 
breach were mobile phone numbers belonging to customers.

Details of the data breach notification can be found here. (In Turkish)

02 Doğan Trend Otomotiv Ticaret Hizmet ve Teknoloji Data 
Breach Notification

It has been determined that the breach occurred as a result of a cyber-attack 
on the servers of Vodatech Bilişim Proje Danışmanlık Sanayi ve Dış Ticaret AŞ 
(Vodatech), where the data on the storage devices became inaccessible by 
encrypting them. It is stated that the relevant group of persons affected by the 
breach, the number of records and the categories of personal data have not yet 
been determined.

Details of the data breach notification can be found here.(In Turkish)

03 Suzuki Motorlu Araçlar Pazarlama A.Ş. Data Breach 
Notification

It has been determined that the breach occurred on 31.07.2023 when the data on 
the storage devices became inaccessible by encrypting them as a result of a cyber 
attack on the servers of Vodatech Bilişim Proje Danışmanlık Sanayi ve Dış Ticaret 
AŞ (Vodatech). It is stated that the relevant group of persons affected by the 
breach, the number of records and the categories of personal data have not yet 
been determined.

Details of the data breach notification can be found here. (In Turkish)

https://www.kvkk.gov.tr/Icerik/7704/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Hotic-Ayakkabi-San-ve-Tic-A-S-
https://www.kvkk.gov.tr/Icerik/7706/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Dogan-Trend-Otomotiv-Ticaret-Hizmet-ve-Teknoloji-Anonim-Sirketi
https://www.kvkk.gov.tr/Icerik/7707/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Suzuki-Motorlu-Araclar-Pazarlama-A-S-
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04 Defacto Perakende Tic. A.Ş. Data Breach Notification

It was determined that the data breach occurred after the commissioning of 
the software version, which includes a series of improvements made to improve 
the services offered by the data processor by informing the customers that they 
see personal information that does not belong to them on their profile pages. 
It is stated that the number of people affected by the breach is 2686 and the 
categories of personal data affected are identity, contact and customer transaction 
data.

Details of the data breach notification can be found here. (In Turkish)

05 Elca Kozmetik Limited Şirketi Data Breach Notification

A data leak occurred on 30/05/2023 in the software called MOVEit, which is used 
globally by Estee Lauder group companies, including the data controller. It was 
stated that name, surname, e-mail address, mobile phone number or landline and 
date of birth information of the 83,185 customers and potential customers were 
affected by the breach.

Details of the data breach notification can be found here. (In Turkish)

06 Telcoset İleri Teknoloji Stratejik İş Geliştirme Danışmanlık 
A.Ş. Data Breach Notification

It has been determined that intelligence was received on 18.09.2023 that it took 
place as a result of a ransomware attack on data controller systems and that some 
information was seized by attackers within the scope of threat intelligence activity, 
and then it was sold or tried to be sold on the internet. It is stated that the work 
on the number of people affected by the breach is still ongoing, but the estimated 
number of people is over 1000.

Details of the data breach notification can be found here. (In Turkish)

https://www.kvkk.gov.tr/Icerik/7712/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Defacto-Perakende-Tic-AS
https://www.kvkk.gov.tr/Icerik/7716/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Elca-Kozmetik-Limited-Sirketi
https://www.kvkk.gov.tr/Icerik/7717/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Telcoset-Ileri-Teknoloji-Stratejik-Is-Gelistirme-Danismanlik-A-S-
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07 Tokat Gaziosmanpaşa University Data Breach Notification

Within the scope of the threat intelligence activities carried out by the National 
Cyber Incident Response Center (USOM), it has been determined that student 
information, which is considered to belong to Reşadiye Vocational School, has 
been sold or tried to be sold by attackers on various forum sites on the internet. It 
was stated that the breach occurred on 11.09.2023, that during the investigations, 
the data controller systems were logged in as authorized users from the IP 
addresses, and that there were identity, communication, visual and audio 
recording data.

Details of the data breach notification can be found here. (In Turkish)

08 Johnson Controls Klima ve Servis Soğutma San. ve Tic. Ltd. 
Şti. Data Breach Notification

It was determined that the breach occurred as a result of the data controller being 
exposed to a ransomware attack. It is stated that the categories of personal data and 
the number of persons concerned and their groups have not yet been determined.

Details of the data breach notification can be found here. (In Turkish)

09 Havaist Taşımacılık Sanayi ve Ticaret A.Ş. Data Breach 
Notification

It has been determined by the data controller that the systems of the data processor 
from which the service is received for sending text messages have been attacked 
and text messages have been sent in order to gain unauthorized access to the 
information of the data subjects and to carry out a phishing attack. It was reported 
that 77,000 people’s mobile phone data was affected by the breach.

Details of the data breach notification can be found here. (In Turkish)

https://www.kvkk.gov.tr/Icerik/7722/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Tokat-Gaziosmanpasa-Universitesi-
https://www.kvkk.gov.tr/Icerik/7723/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Johnson-Controls-Klima-ve-Servis-Sogutma-San-ve-Tic-Ltd-Sti-
https://www.kvkk.gov.tr/Icerik/7724/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Havaist-Tasimacilik-Sanayi-ve-Ticaret-A-S-


Notification!

Contents provided in this article serve to informative purpose only. The article is confidential and
property of CottGroup® and all of its affiliated legal entities. Quoting any of the contents without credit
being given to the source is strictly prohibited. Regardless of having all the precautions and
importance put in the preparation of this article, CottGroup® and its member companies cannot be
held liable of the application or interpretation of the information provided. It is strictly advised to consult
a professional for the application of the above-mentioned subject.

Please consult your client representative if you are a customer of CottGroup® or consult a relevant
party or an expert prior to taking any action in regards to the above content.

Should you have any requests for the English translation of the announcements and decisions of the
Turkish DPA, please contact us.
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