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01 Diler Holding A.Ş. and Group Companies Data Breach 
Notification

It was determined that the data controller systems were infiltrated by taking 
advantage of the firewall vulnerability and that user accounts were seized with 
password attacks and ransomware was installed with the passed accounts. It was 
stated that the data categories of 1200 employees and users, which are identity, 
communication, personnel, legal process, customer transaction, physical location 
security, transaction security, risk management, finance, professional experience, 
marketing, visual and audio records were affected by the breach. 

Details of the data breach notification can be found here. (In Turkish)

02 UPS Fast Cargo Transportation Inc. Data Breach 
Notification

It was determined that the breach occurred as a result of the cyber attack on the 
servers of Vodatech Bilişim Proje Danışmanlık Sanayi ve Dış Ticaret A.Ş. (Vodatech), 
by encrypting the data on storage devices and making them inaccessible.  
The number of people and records affected by the breach has not yet been 
determined, but it has been determined that the persons involved are customers. 
Data affected by the breach are identity, communication, customer transaction, 
visual and audio records.

Details of the data breach notification can be found here. (In Turkish)

03 AgeSA Hayat ve Emeklilik A.Ş. Data Breach Notification

It was determined that the breach occurred as a result of the cyber attack on the 
servers of Vodatech Bilişim Proje Danışmanlık Sanayi ve Dış Ticaret A.Ş. (Vodatech), 
by encrypting the data on storage devices and making them inaccessible.  
The number of people and records affected by the breach has not yet been 
determined, but it has been determined that the persons involved are customers. 
Customers’ data affected by the breach are identity, communication, customer 
transaction, visual and audio recording.

Details of the data breach notification can be found here. (In Turkish)

https://www.kvkk.gov.tr/Icerik/7681/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Diler-Holding-AS-ve-Grup-Sirketleri
https://www.kvkk.gov.tr/Icerik/7684/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-UPS-Hizli-Kargo-Tasimaciligi-AS
https://www.kvkk.gov.tr/Icerik/7685/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-AgeSA-Hayat-ve-Emeklilik-AS
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04 Derimod Deri Konfeksiyon Pazarlama Sanayi ve Ticaret A.Ş. 
Data Violation Notification

It was determined that the breach occurred as a result of the cyber attack on the 
servers of Vodatech Bilişim Proje Danışmanlık Sanayi ve Dış Ticaret A.Ş. (Vodatech), 
by encrypting the data on storage devices and making them inaccessible. 
Customers’ data affected by the breach are identity, communication, customer 
transaction, visual and audio record data.

Details of the data breach notification can be found here. (In Turkish)

05 Oto Plan Operational Vehicle Leasing Trade Inc. Data 
Breach Notification

It was determined that the breach occurred as a result of the cyber attack on the 
servers of Vodatech Bilişim Proje Danışmanlık Sanayi ve Dış Ticaret A.Ş. (Vodatech), 
by encrypting the data on storage devices and making them inaccessible. 
Customers’ data affected by the breach are identity (name, surname), contact 
(telephone number), customer transaction, visual and audio record data.
 
Details of the data breach notification can be found here. (In Turkish)

06 YOYO Information Technologies and Tourism Trade Inc. 
Data Breach Notification

It was determined that the breach occurred as a result of the cyber attack on the 
servers of Vodatech Bilişim Proje Danışmanlık Sanayi ve Dış Ticaret A.Ş. (Vodatech), 
by encrypting the data on storage devices and making them inaccessible.  5,464 
customers’ data affected by the breach are identity (name surname), contact 
(phone number), customer transaction, visual and audio records.
 
Details of the data breach notification can be found here. (In Turkish)

https://www.kvkk.gov.tr/Icerik/7686/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Derimod-Deri-Konfeksiyon-Pazarlama-Sanayi-ve-Ticaret-AS
https://www.kvkk.gov.tr/Icerik/7687/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Oto-Plan-Operasyonel-Tasit-Kiralama-Ticaret-AS
https://www.kvkk.gov.tr/Icerik/7688/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-YOYO-Bilgi-Teknolojileri-ve-Turizm-Ticaret-AS
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07 Dagi Giyim Sanayi ve Ticaret A.Ş. Data Breach Notification

It was determined that the breach occurred as a result of the cyber attack on the 
servers of Vodatech Bilişim Proje Danışmanlık Sanayi ve Dış Ticaret A.Ş. (Vodatech), 
by encrypting the data on storage devices and making them inaccessible. 
It was stated that data of 6,936 people affected by the breach were identity, 
communication, customer transaction, visual and audio records.

Details of the data breach notification can be found here. (In Turkish)

08 Gulf Sigorta A.Ş. Data Breach Notification

It was determined that the breach occurred as a result of the cyber attack 
on the servers of Vodatech Bilişim Proje Danışmanlık Sanayi ve Dış Ticaret 
A.Ş. (Vodatech) by encrypting the data on storage devices and making them 
inaccessible.  Customers’ data affected by the breach are identity (name, surname), 
communication (e-mail, telephone number), visual and audio recording (audio, 
e-mail correspondence).
 
Details of the data breach notification can be found here. (In Turkish)
 

09 Puma Sport Giyim Sanayi ve Ticaret A.Ş. Data Breach 
Notification

It was determined that the breach occurred as a result of the cyber attack on the 
servers of Vodatech Bilişim Proje Danışmanlık Sanayi ve Dış Ticaret A.Ş. (Vodatech), 
by encrypting the data on storage devices and making them inaccessible. It is also 
stated that it has not yet been determined by the number of persons, records and 
personal data categories affected by the breach.

Details of the data breach notification can be found here. (In Turkish)

https://www.kvkk.gov.tr/Icerik/7696/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Dagi-Giyim-Sanayi-ve-Ticaret-AS
https://www.kvkk.gov.tr/Icerik/7689/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Gulf-Sigorta-AS
https://www.kvkk.gov.tr/Icerik/7695/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Puma-Spor-Giyim-Sanayi-ve-Ticaret-AS
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10 Beşiktaş Sportif Ürünleri Sanayi ve Ticaret A.Ş. Data Breach 
Notification

It has been determined that the breach occurred as a result of the cyber-attack 
on the servers of Vodatech Bilişim Proje Danışmanlık Sanayi ve Dış Ticaret A.Ş., 
by encrypting the data on storage devices and making them inaccessible. It is 
stated that the identity, communication, customer transaction, visual and auditory 
data categories of approximately 27,920 customers and potential customers were 
affected by the breach.
 
Details of the data breach notification can be found here. (In Turkish)

https://www.kvkk.gov.tr/Icerik/7697/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Besiktas-Sportif-Urunleri-Sanayi-ve-Ticaret-AS


Notification!

Contents provided in this article serve to informative purpose only. The article is confidential and
property of CottGroup® and all of its affiliated legal entities. Quoting any of the contents without credit
being given to the source is strictly prohibited. Regardless of having all the precautions and
importance put in the preparation of this article, CottGroup® and its member companies cannot be
held liable of the application or interpretation of the information provided. It is strictly advised to consult
a professional for the application of the above-mentioned subject.

Please consult your client representative if you are a customer of CottGroup® or consult a relevant
party or an expert prior to taking any action in regards to the above content.

Should you have any requests for the English translation of the announcements and decisions of the
Turkish DPA, please contact us.
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