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Summary of the Decision Regarding the “Data Breach Notification of an IT Company” 

01. 

Summary of the Decision Regarding the “Data 
Breach Notification of a Highway Enterprise” 

02. 
In the notification submitted to the Authority, it is stated 
that due to an error that occurred while sending the 
payslips, each payroll is forwarded to the employee 
who is one down on the list by the highway enterprise. 

As a result of the investigation carried out by the 
Authority, it is determined that the employee’s 
payslips are forwarded to personal e-mail accounts 
connected to a different server which is not under the 
control of the data controller and this practice is a part 
of the transfer of personal data abroad, the 
clarification and the explicit consent processes in 
relation with the subject are not duly carried out by the 
data controller company. 

Based on these evaluations, the Authority has 
decided to impose an administrative fine of 60,000 
TRY on the data controller company. 

You can find the detail of the Decision here. 

Decision Summaries 
News 
KVKK & GDPR Reviews 

In the notification submitted to the Authority, it is stated that a cyber-attack occurred on the IT company’s systems which 
contains personal data. 

As a result of the investigation carried out by the Authority, it is determined that the sufficient mechanisms to the 
penetration have not been established, it is not possible to confirm which personal data and to what extent is subject 
to the breach, data destruction obligation is not met, and the necessary administrative & technical measures are put 
into effect after the breach by the data controller company. 

Based on these evaluations, the Authority has decided to impose an administrative fine of 450,000 TRY on the data 
controller company. 

You can find the detail of the Decision here. 
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Summary of the Decision Regarding the “Data Breach at an Insurance Company’s Agency” 

03. 
In the notification submitted to the Authority, it is stated that a cyber-attack occurred on one of the agents of an insurance 
company system that contains personal data. 

As a result of the investigation carried out by the Authority, it is determined that the data processor is not adequately 
supervised during the service procurement process, no research could be carried out due to the formatting of the 
computer subject to the breach, training, and awareness activities related to the protection of personal data for agency 
officer is not carried out and the measures regarding the cybersecurity is not fulfilled by the data controller company. 

Based on these evaluations, the Authority has decided to impose an administrative fine of 172,000 TRY on the data 
controller company. 

You can find the detail of the Decision here. 

Summary of the Decision Regarding the “Data Breach Notification of an Insurance Company” 

04. 
In the notification submitted to the Authority, it is stated that in an insurance company, an application user has accessed 
the personal data of the customers due to an error that occurred during the updating of the systems.  

As a result of the investigation carried out by the Authority, it is determined that sufficient mechanisms have not been 
established for the detection of data penetration, authorization measures have not been taken in terms of access to 
personal data, improved precautions have not been taken for the protection of sensitive personal data by the data 
controller company. 

Based on these evaluations, the Authority has decided to impose an administrative fine of 100,000 TRY on the data 
controller company. 

You can find the detail of the Decision here. 

Summary of the Decision Regarding the “Data 

Breach Notification of a Bank” 

05. 
In the notification submitted to the Authority, it is stated 
that a bank employee shared the personal data of 
their customers with third parties by copying them. 

As a result of the investigation carried out by the 
Authority, it is determined that the training provided to 
the aforementioned personnel is not effective, the 
measures taken in terms of preventing the 
unauthorized transfer of personal data and 
authorizing are insufficient by the data controller 
company. 

Based on these evaluations, the Authority has 
decided to impose an administrative fine of 275,000 
TRY on the data controller company. 

You can find the detail of the Decision here. 

Summary of the Decision Regarding the “Data 

Breach Notification of an Insurance Company” 

06. 
In the notification submitted to the Authority, it is stated 
that an insurance company employee sent personal 
data of customers to the personal e-mail address by 
means of copying them. 

As a result of the investigation carried out by the 
Authority, it is determined that the software and 
hardware are not configured, the user’s transactions 
are not duly checked, follow-up reports are not 
controlled, and the training is not provided to the 
mentioned employee by the data controller company. 

Based on these evaluations, the Authority has 
decided to impose an administrative fine of 150,000 
TRY on the data controller company. 

You can find the detail of the Decision here. 
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Summary of the Decision Regarding the “Data Breach Notification of an Insurance Company” 

07. 
In the notification submitted to the Authority, it is stated that the reports containing personal data are sent to the wrong 
parties due to a systematic error in the support information system services provider of an insurance company. 

As a result of the investigation carried out by the Authority, it is determined that the breach could not be detected before 
it happened, the necessary controls are not assumed on the reporting process on time, and the breach could not be 
confirmed by the data controller company. 

Based on these evaluations, the Authority has decided to impose an administrative fine of 125,000 TRY on the data 
controller company. 

You can find the detail of the Decision here. 

Summary of the Decision Regarding the “Data Breach Notification of a Bank” 

08. 
In the notification submitted to the Authority, it is stated that a bank employee shared the personal data of customers 
with third parties by copying them. 

As a result of the investigation carried out by the Authority, it is determined that the training regarding personal data 
protection provided to mentioned personnel is not effective and the measures related to viewing the customer 
information by making inquiries as often and as many times is not implemented. 

Based on these evaluations, the Authority has decided to impose an administrative fine of 100,000 TRY on the data 
controller company 

You can find the detail of the Decision here. 

Summary of the Decision Regarding the “Data 

Breach Notification of a Cosmetic Company” 

09. 
In the notification submitted to the Authority, it is stated 
that unauthorized third parties have accessed the 
personal data as a result of an error that occurred 
during the system updates of a cosmetic company. 

As a result of the investigation carried out by the 
Authority, it is determined that necessary precautions 
regarding the protection of data during the update and 
the measures encryption and data masking measures 
are not taken by the data controller company. 

Based on these evaluations, the Authority has 
decided to impose an administrative fine of 200,000 
TRY on the data controller company. 

You can find the detail of the Decision here. 

Summary of the Decision Regarding the “Data 

Breach Notification of a Hospital” 

10. 
In the notification submitted to the Authority, it is stated 
that a hospital employee took the files containing the 
personal data of the patients out of the hospital. 
As a result of the investigation carried out by the 
Authority, it is determined that the training regarding 
personal data protection provided to mentioned 
personnel is not effective and the measures related to 
viewing the customer information by making inquiries 
as often and as many times is not implemented. 

Based on these evaluations, the Authority has 
decided to impose an administrative fine of 600,000 
TRY on the data controller company. 

You can find the detail of the Decision here. 
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Özel Dentapoint Diş Sağlığı Polikliniği Data Breach Notification 

11. 
As a result of the cyber-attack on the data controller’s systems, it is determined that the personal data was illegally 
accessed by unauthorized third parties. 

You can find detailed information about the data breach notification here. 

Düzen Biyolojik Bilimler Araştırma Geliştirme ve Üretim A.Ş. Data Breach Notification 

12. 
As a result of the breach in Cerba Laboratory, authorized as a data processor by the data controller, it is determined 
that the personal data was illegally accessed by unauthorized third parties. 

You can find detailed information about the data breach notification here. 

Webhosting Bilişim Teknolojileri A.Ş. Data Breach Notification 

13. 
As a result of the software bug on the data controller’s systems, it is determined that the personal data was illegally 
accessed by unauthorized third parties abroad. 

You can find detailed information about the data breach notification here. 

As a result of a software error on the systems of the 
data controller, it is determined that personal data has 
become accessible by unauthorized third parties. 

You can find detailed information about the data 
breach notification here. 

Cosmolog Kozmetik Sanayi ve Ticaret A.Ş. Data 

Breach Notification 

15. 

Garanti Bankası A.Ş. Data Breach Notification 

14. 
It is determined that the employees of the data controller have copied the personal data of the customers and it is 
shared illegally with the unauthorized third parties. 

You can find detailed information about the data breach notification here. 

The Dutch DPA has stated that the information 
provided by Tiktok to Dutch users is in English and not 
readily understandable. Thus, it is indicated that 
TikTok has failed to provide an adequate explanation 
of how the app collects, processes, and uses personal 
data. 

Based on these evaluations, The Dutch DPA has 
decided to impose an administrative fine of 750,000 
EUR on TikTok for infringement of privacy legislation. 

 You can find the details of the Decision here. 

Dutch Data Protection Authority Has Decided to 

Impose an Administrative Fine on TikTok 

16.
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Lithuanian Data Protection Authority Has Decided to Impose an Administrative Fine on VS FITNESS 

UAB 

17. 
The Lithuanian DPA has stated that biometric data of VS FITNESS UAB’s customers are processed and the 
procedures for valid consent required for the processing of sensitive personal data within the scope of GDPR have not 
been fulfilled by VS FITNESS UAB. 

Based on these evaluations, The Lithuanian DPA has decided to impose an administrative fine of 20,000 EUR on VS 
FITNESS UAB for infringement of privacy legislation. 

You can find the details of the Decision here. 

Norwegian Data Protection Authority Has Decided to Impose an Administrative Fine on Moss 

Municipality 

18. 
The Norwegian DPA has stated that Moss Municipality has incorrectly registered patient records following a conversion 
of its systems. 

Based on these evaluations, The Dutch DPA has decided to impose an administrative fine of 50,000 EUR on Moss 
Municipality for infringement of privacy legislation. 

You can find the details of the Decision here. 

Finnish Data Protection Authority Has Decided to 

Impose an Administrative Fine on a Magazine 

Publisher 

20. 
The Finnish DPA has stated that during the marketing 
activities carried out by the magazine publisher, the 
data subject is contacted through an automatic call 
system without their consent. 

Based on these evaluations, The Finnish DPA has 
decided to impose an administrative fine of 8,500 
EUR on the magazine publisher for infringement of 
privacy legislation. 

You can find the details of the Decision here. 

Norwegian Data Protection Authority Has Decided to 

Impose an Administrative Fine on an Innovation 

Norway 

21. 
The Norwegian DPA has stated that Innovation 
Norway conducts credit assessments for individuals 
without a legal basis. 

Based on this evaluation, The Norwegian DPA has 
decided to impose an administrative fine of 100,000 
EUR on the magazine publisher for infringement of 
privacy legislation. 

You can find the details of the Decision here. 

Italian Data Protection Authority Has Decided to Impose an Administrative Fine on Glovo 

19. 
The Italian DPA has stated that the algorithm used to rate the performance of the employees caused discrimination 
and the employees is not adequately inform about the algorithm by Glovo. However, a procedure regarding exercise 
data subject’s rights has not been created. 

Based on these evaluations, The Italian DPA has decided to impose an administrative fine of 2,600,000 EUR on Glovo 
for infringement of provisions regarding automated decision process of privacy legislation. 

You can find the details of the Decision here. 
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Norwegian Data Protection Authority Has Decided to Impose an Administrative Fine on a Company 

22. 
The Norwegian DPA has stated that the e-mail addresses are failed to close and accessed by the company. 

Based on these evaluations, The Norwegian DPA has decided to impose an administrative fine of 15,000 EUR on the 
company for infringement of privacy legislation. 

You can find the details of the Decision here. 

Norwegian Data Protection Authority Has Instructed Smartere Utdanning AS to Improve Their Method 

of Obtaining Consent 

23. 
The Norwegian DPA has stated that the participants in the free webinar organized by Smartre Utdanning AS as the 
target audience and marketing activities are carried out for these people. 

Based on these evaluations, The Norwegian DPA instructed the company to change the obtaining consent method, 
pointing out that the consent for the mentioned activity of the company cannot be obtained through the privacy policy. 

You can find the details of the Decision here. 

Norwegian Data Protection Authority Has Instructed Oslo University Hospital to Amend Agreements 

24. 
The Norwegian DPA has stated that the biological materials of the patients sending to other hospitals in the country 
and laboratories abroad for various analyzes by Oslo University Hospital. 

Based on these evaluations, The Norwegian DPA instructed the hospital to authorize the parties to whom the data is 
sent as data processors within the scope of relevant legislation by amending their agreements used during these 
activities. 

You can find the details of the Decision here. 

Schrems II Decision and Companies’ Compliance 

Process 

25. 
The German DPA has started to contact the 
companies individually and submit the standardized 
questionnaires within the scope of the inspections 
carried out regarding the personal data of European 
citizens transferring abroad. The inspections are 
carried out within the scope of the decision called 
Schrems II1 which regulates the transfer of personal 
data. The new provisions contained in the decision 
with the invalidation of the EU-US Privacy Shield2 that 
sets the framework for personal data transferring to 
the USA by companies. You can find the detailed 
information about the Schrems II Decision in our 
newsletter dated July 2020. Considering the 
measures to be implemented within the scope of the 
decision, it is anticipated that long-established 
companies will make changes in their business 
models. 

You can find the details of the Decision here. 

1 It is ruled that data transfers to the U.S. can no longer be made based on the Privacy Shield adequacy decision. 

2 The adequacy decision on the EU-US Privacy Shield was adopted on July 12, 2016 and allowed the free transfer of data to companies certified in the 

US under the Privacy Shield. 
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Notification! 

Contents provided in this article serve to informative purpose only. The article is confidential and 
property of CottGroup® and all of its affiliated legal entities. Quoting any of the contents without credit 
being given to the source is strictly prohibited. Regardless of having all the precautions and 
importance put in the preparation of this article, CottGroup® and its member companies cannot be 
held liable of the application or interpretation of the information provided. It is strictly advised to consult 
a professional for the application of the above-mentioned subject. 

Please consult your client representative if you are a customer of CottGroup® or consult a relevant 
party or an expert prior to taking any action in regards to the above content. 

Should you have any requests for the English translation of the announcements and decisions of the 

Turkish DPA, please contact us. 
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