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The Transfer Of The 
Customer Portfolio To 
Another Company Was 
Assessed By The Board 
Under The Turkish Criminal 
Code  

Decision No: 2019/204   

Decision Date: 08/07/2019 

Subject: The decision regarding an 
investment company’s processing of 
and making calls for 
advertisement/information 
purposes to a cell phone belonging 
to one of its employees (the cell 
phone number of which was 
obtained by the said investment 
company from the portfolio of the 
former employer of the said 
employee), without relying on any 
data processing condition. 

In the present complaint; the 
Complainant was a customer of an 
employee of another investment 
company who, after the cessation of 
operations of and dissolution of 
such company, started working in 
2017 in the data controller company 
operating in the same field, which is 
how the said employee obtained the 
Complainant’s phone number, and 
afterwards, an employee of the data 
controller called the relevant 
person’s phone number for 
advertisement and information 
purposes.  

The Board has decided as follows 
upon the complaint of the relevant 
person:  

1. When the complaint is 
considered within the scope of 
the data processing conditions, 
it was decided that, since the 
processing of the phone number 
of the Complainant by the 
Company is not based on any of 
the conditions set out under 
Article 5 of the PDPL (Personal 
Data Protection Law) no. 6698, 
the Company has unlawfully 
processed the data in violation 
of Article 12(a) of the PDPL, and 
an administrative fine of TL 
75,000 was ruled against the 
Company pursuant to Article 18,   

2. With respect to the allegations 
of the Company indicating that 
that the Complainant was a 
customer of a marketing 
employee of the Company while 
such employee was working in 
another company and this is 
why such employee provided 
the phone number information 
of the Complainant to the 
Company as his new employer; 
it was noted that the 
Complainant submitted a 
request to the Company under 
Article 136 of the Turkish 
Criminal Code no. 5237 for being 
informed 

3. of the source from which his said 
personal data was obtained by 
the Company and the method of 
acquisition of such data, but no 
answer was given to such 
request, and hence it was 
decided that the Company be 
warned to demonstrate the 
required care and diligence in 
complying with the Law and that 
the Company be instructed to 
inform the Complainant of such 
matters as specified in his letter 
addressed to the Company.  

There are important points to be 
addressed in this decision:  

1. The importance of Article 12 of 
the PDPL is highlighted in the 
decision. According to the said 
Article, “The data controller 
must take all necessary 
technical and administrative 
measures to ensure the 
appropriate level of security in 
order to prevent illegal 
processing of the personal 
data.”  
In other words, the legal - 
administrative and technical 
measures to be taken by the 
company in order to prevent 
illegal data processing are as 
important as the company’s 
illegal data processing 
activities.  
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2. In the decision, another ruling 
was granted by making 
reference to the Turkish 
Criminal Code no. 5237. 
According to Article 136 of the 
Turkish Criminal Code no. 5237, 
“Any person who unlawfully 
discloses, distributes or obtains 
personal data shall be 
sentenced to two to four years 
of imprisonment.”    

This provision should be 
addressed in two aspects: 

- The reference to the 
Turkish Criminal Code in 
the decision shows that it 
is possible to bring the 
said matter to the 
criminal justice. Although 
it has been decided that 
the data subject may file a 
complaint upon being 
informed of the matter, it 
should be kept in mind 
that the Board may also 
report on (file a criminal 
complaint regarding) the 
violations it has become 
aware of and that in fact, 
it has a power and 
responsibility to do so. 

 - Since the decision 
concerns an employee 
who processed the data 
of the data subject (that 
was the customer of the 
company which was his 
previous employer) 
through his new 
employer, it is clear that 
transfer of the customer 
portfolio by the employee 
to another company is a 
criminal act under Article 
136 of the Turkish 
Criminal Code and a 
violation of the PDPL. 
Accordingly, the customer 
portfolio may not be 
transferred to another 
company through the 
customer representative, 
and such data belongs to 

the company of which the 
data subject is a 
customer. Otherwise, an 
employee performing 
such transfer shall incur 
civil and criminal liability, 
as demonstrated in this 
case.  

3. Although the transfer of the 
data to his new employer 
constitutes data processing 
activity of the employee, 
processing of the data for 
advertisement/information 
purposes falls within the 
responsibility of the legal 
entity which acts as the 
data controller. In this 
context, if the data subject 
applies to the company to 
exercise his/her rights 
contained in Article 11 of 
the PDPL, the company 
must fulfil its obligations in 
this respect. As in the 
previous decisions of the 
Board, the Board decided 
that the legal entity acting 
as the data controller must 
be instructed to ensure 
compliance with the law 
and to inform the data 
subject on the matter.  

730.000 TL Fine For Data Breach 
That Dub Application Dubsmash 
Has Made 

Decision No: 2019/222 

Decision Date: 17/07/2019 

Subject: Board Decision on 
Dubsmash Inc.'s data breach 
notification.  

With the notice which was sent by 
the Dubsmash Inc.’s 
representatives, it came out that 
approximately 162 Million users’ 
personal information (that also 
includes 679,269 persons’ 
information who identified Turkey) 
were retrieved by someone in 
Darknet.   

As a result of the said notice, the 
Board concluded as follows;  

 There are infringed personal 
information which include 
personal data such as user 
names, passwords, date of 
birth, telephone number, e-
mail address, country / 
language of the user, 

 This data is estimated to have 
been on sale since November 
2018,  

 Data breach occurred with 
Dubsmash’s negligence in 
terms of technical and 
administrative measures, 

 Dubsmash did not inform its 
users despite this large 
amount of data breach.  

On all investigations and findings;    

1. Regarding the Company since 
the technical and 
administrative measures to 
ensure data security have not 
been taken in accordance with 
Article 12/1 of PDPL 
numbered 6698, 680.000 TL in 
accordance with Article 18 of 
PDPL, 

2. Considering that the data 
breach detected on 
08.02.2019 was notified to the 
Board on 27.02.2019, in 
accordance with the Article 
12/5 of the PDPL, the 
Company was in violation of 
the “notification as soon as 
possible” 50.000 TL, in 
accordance with the Article 
18/1(b) a total of 730,000 TL 
administrative fine, 

3. Because of the breach, due to 
the influence of the 679.269 
people who define Turkey, in 
accordance with the Article 
12/5 of the PDPL, the Board 
provisions of the said 
violation has been decided to 
be published on the website.

 

  

 

 

Click Here YOUR TIME IS RUNNING OUT ! 
HAVE YOU COMPLETED YOUR VERBIS REGISTRATION YET? 

https://www.verisistem.com/en/services/verbis-record-registery-turkish-data-protection-regulation


 

 3 www.cottgroup.com ask@cottgroup.com T: +90 212 244 92 22 www.verisistem.com 31.August.2019 

AUGUST NEWSLETTER 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Since Whatsapp Conversations are Regarded as 
Personal Data, The Court of Cassation Rules That 
The Termination of The Employment Contract 
Based on Such Conversations is Wrongful 
The case filed regarding the termination of the employment contract 
on the grounds of WhatsApp conversations was accepted by the 
Local Court, and the party whose employment contract was 
terminated appealed the decision. The Court of Cassation reversed 
the decision of the Local Court, by making reference to the PDPL 
(Personal Data Protection Law) no. 6698.  

In the decision of reversal of the Court of Cassation, reference was 
made to personal data protection with the following reasoning: 
“WhatsApp is a system that performs online communication via 
telephone and the Internet. With this system, people communicate with other people or with people within their groups that 
they form. However, this system is self-protected and is closed to third parties.  In this context, the principle here is to protect 
the communication of the employees as personal data. In the present dispute, since WhatsApp conversations are personal 
data containing confidential information, termination of the employment contract solely on the grounds of such 
correspondence, the method of acquisition of which is not clear, is wrongful, and the rejection of the claims for severance 
and notice pays (instead of their acceptance) is incorrect”. Accordingly, it was decided that these messages, the method of 
acquisition of which is not clear, were obtained through unlawful data processing, and therefore could not be admitted as 
evidence.  

 

The Use Of Office 365 By a School is Prohibited in Germany Under GDPR 

Authorities in the state of Hessen, Germany, decided that the cloud technology of Office 365 should not be used in public 
schools on the grounds of its likelihood of violating confidentiality under GDPR. Authorities stated that data of students kept 
in schools should be kept in Germany and should not be transferred to abroad via the cloud technology.  

Although the decision was made for Office 365, there are also other service providers operating in the same field which are 
involved in similar data processing activities.  

According to Microsoft’s statement on the matter, when Office 365 is linked to a work place or school account, authorized 
people have the ability to restrict the data transferred to Microsoft. 
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The Swedish Data Protection Authority (Dpa) Rules an Administrative Fine of € 20,000 Against a School Using 
Face Recognition Technology for Monitoring The Attendance of The Students 

A private school in Sweden started using a face recognition system as a pilot application to monitor the attendance of the 
students. It was only applied for a limited time since the DPA ruled that the biometric data was processed illegally via this 
application. 

The school relied upon explicit consent regarding its biometric data processing activity, but the DPA refused to acknowledge 
that explicit consent was based on a valid legal ground, citing the obvious lack of balance between the data controller and 
the data subject. 

As a result of the decision, the Swedish Data Protection Authority (DPA) imposed its first sanction, which is a fine of € 20,000 
against the data controller.  
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EVALUATION OF THE OBLIGATION TO EMPLOY DISABLED PERSONS UNDER THE PERSONAL DATA 
PROTECTION LAW 

According to Article 33 of the Labour Law No. 4857 (“LL”), “Employers employing fifty or more employees in private sector 
workplaces are obliged to employ disabled persons at the rate of three percent.” 

Under this obligation, the employer is obliged to notify the Social Security Institution (“Institution”) regarding such disabled 
employees. In the notification made for disabled employees, the extent of disability of the disabled employee, unlike other 
employees, is also reported to the Institution.  

As per Article 6 of the Personal Data Protection Law (“PDPL”) No. 6698; “Personal data in respect of health and sexual life, on 
the other hand, can be processed without the relevant person's express consent only by authorized bodies and institutions 
or persons who are bound by a duty of confidentiality for the purposes of public health protection, preventive medicine, 
medical diagnosis, treatment and care services, planning and management of health services and their financing.”  

In cases other than those listed above, health data may not be processed without the express consent of the relevant person, 
even if it is stipulated in other laws.  

Accordingly; personal data processing activity within the scope of the obligation to employ disabled persons under Article 30 
of the Labour Law may not be considered to fall under the exceptions set out in Article 6 of the PDPL. Although the relevant 
legal basis is the Labour Law; based on the wording and underlying purpose of Article 6 of the PDPL, since the data controller 
processing the health data is not a person or institution bound by a confidentiality obligation and the relevant personal data 
processing activity is not done for the purposes specified in Article 6 of the PDPL, the processing of the health data of the 
relevant data subject without the explicit consent of the data subject under Article 30 of the LL is not a lawful practice in 
terms of the PDPL.  

In conclusion; the notification of disabled employees to the Institution via the e-declaration under Article 30 of the LL 
constitutes a health data processing activity under the PDPL. Since this data processing activity is not covered by the 
exceptions listed in Article 6 of the PDPL and does not fall under any legal grounds stipulated in the law, it is necessary to 
fulfil the explicit consent requirement in this case. Accordingly, the employer acting as the data controller must inform the 
relevant employee and obtain his/her explicit consent before processing his/her data. Otherwise, there will be a data breach 
within the scope of Article 18 of the PDPL due to an unlawful data processing activity. 
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Article 6 of the PDPL (Personal Data Protection Law) No. 6698, titled “Conditions for Processing of Private Personal Data”, 
lists the private personal data. Accordingly, such data are those relating to race, ethnicity, political convictions, philosophical 
beliefs, religions, sect or other beliefs, appearance, memberships to associations, foundations or unions, health, sexual life, 
criminal conviction and security measures, as well as 
biometric and genetic data. 

Private personal data is listed in a limited way. Although 
these categories are not expanded, it would not be right to 
keep their scope narrow.  

Private personal data requires a higher level of protection 
and is subject to a different legal regime. Private personal data may only be processed in the presence of additional measures 
and certain assurances.  

The following three elements form the basis for the need for such a higher level of protection for private personal data:  

KVKK 

Article 6 

Conditions for Processing of Private Personal Data 

According to the Article 6 of the Personal Data Protection Law; 

1) Data relating to persons’ race, ethnicity, political convictions, philosophical beliefs, religions, sect or other 
beliefs, appearance, membership to associations, foundations or unions, health, sexual life, criminal 
convictions and security measures, as well as their biometric and genetic data, are considered to be private 
personal data. 

2) Processing of private personal data without the express consent of the relevant person is prohibited. 
3) Personal data mentioned in the first paragraph other than those related to health and sexual life may be 

processed without the express consent of the relevant person in cases stipulated in the law. Personal data in 
respect of health and sexual life, on the other hand, can be processed without the relevant person's express 
consent only by authorized bodies and institutions or persons who are bound by a duty of confidentiality for 
the purposes of public health protection, preventive medicine, medical diagnosis, treatment and care 
services, planning and management of health services and their financing. 

4) It is required that adequate measures determined by the Board are taken when processing private personal 
data. 

LEGISLATION ANALYSIS 
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1. Non-discrimination: The main reason for the double protection provided to private personal data under the law is 
that people may be subjected to discrimination after their private personal data is obtained. It is required to take 
additional measures against the processing of any data of any person that relate to their race, religion, ethnicity, 
political opinion, philosophical belief, other beliefs, appearance, membership to any association, foundation or union, 
their health, sexual life, criminal convictions, their data regarding any security measures and their biometric and 
genetic data, since processing of any such data would be against the non-discrimination principle.  

2. Protecting one’s dignity: Since, as a result of the private personal data of an individual having being learned by other 
natural persons, legal entities or authorized institutions, such individual may experience unjust suffering; in line with 
the non-discrimination principle, access to such data should be made more difficult than access to other type of 
personal data, in order to protect and avoid any harm to the individual’s dignity.  

3. Abuse of private personal data: Abuse is also a concept that goes hand in hand with the non-discrimination and 
human dignity principles. Accordingly, it is possible that a person who accesses any private data of any individual 
might try to abuse such data or to obtain a benefit by using such data. Therefore, in our domestic law, personal data 
that relate to health and sexual life, in particular, may only be processed by persons and institutions who are bound 
by a duty of confidentiality as per their profession.  In cases other than this, explicit consent of the data subject must 
be obtained.  

However, obtaining of explicit consent should not always be the ground to be relied upon.  Private personal data must 
be processed for specific, legitimate and explainable purposes. The purposes of processing of private personal data 
should be interpreted narrowly; therefore, the scope of private personal data should be interpreted broadly.  

Accordingly, as a rule, processing of private personal data is prohibited. However, they may be processed in exceptional cases 
as stipulated in Article 6 of the PDPL and Article 9 of the GDPR. Even in these exceptional cases, the law still requires the 
presence of additional measures and specific assurances before carrying out such data processing activity.  

 

 

 

 

 

 

 

Notification ! 
 
Contents provided on this article serve to informative purpose only. The article is confidential and property of CottGroup® and all of its affiliated legal entities. Quoting 
any of the contents of this notification without credit being given to the source is strictly prohibited. Regardless of having all the precautions and importance is put in the 
preparation of this article, CottGroup® and member companies cannot be held liable of the application or interpretation of the information provided. It is strictly advised 
to consult a professional for the application of the above-mentioned subject. Prior to taking any action in regards the above. 

 

Please consult your client representative if you are a customer of CottGroup®or consult to a relevant party. 
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