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Decision No: 2019/166  
Decision Date: 31.05.2019 
Subject Matter: Board decision about 
messages sent to the phone number 
of the relevant person, the contents 
of which messages were not related 
to the relevant person  
 
An application was made to the 
Board to take necessary actions 
against a data controller, stating that 
the relevant person had first applied 
to the data controller because of SMS 
messages sent to his phone number, 
the content of which was in no way 
related to the applicant; that the data 
controller replied that this messages 
were sent due to personnel’s mistake 
as during a log-in by another 
subscriber, the SMS was  sent to the 
applicant as a result of a one-digit 
mistake and that this mistake was 
immediately identified and 
corrected; however, that the person 
whose personal data appeared in the 
SMS was the applicant’s nephew and 
it was not possible to confuse his 
nephew’s number with his number 
due to a one-digit mistake or 
confusion. Following a review of the 
application, the data controller 
lawyer was charged with a fine of TL 
50,000. 

It was understood that the data 
controller lawyer failed to fulfil their 
obligation “to prevent the unlawful 
processing of personal data” as 
prescribed in Article 12 of the Law as 
a result of two different data 
processing activities below based on 
a single act: 
1. Sending a message to the 

complainant’s line containing 
information on the debtor’s 
name, surname and service 
number; 

2. Processing the complainant’s 
telephone number without 
relying on any of processing 
conditions set out in the Law. 

 
Decision No: 2019/159  
Decision  Date: 31.05.2019 
Subject Matter: Board decision 
regarding multiple messages sent by 
a trust company to the relevant 
person about the same subject 
matter 
 
Considering the fact that the use of 
personal data is also a data 
processing activity under the Law no. 
6698; that in this sense, the fact that 
multiple messages with the same 
content were sent by the Company to 
the phone number of the relevant 
person on different dates should be 
seen as an abuse by the data 

controller of its right; that this way, 
the requirement set out in 
subparagraph (a) of the paragraph (2) 
of Article 4 of the Law which 
prescribes that personal data 
processing should be in line with the 
law and the rules of honesty has been 
violated; it was decided that an 
administrative fine of TL 20,000 be 
charged to the data controller which 
failed to take necessary technical and 
administrative measures required to 
prevent unlawful processing of 
personal data as set out in Article 12 
of the Law. 
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Decision No: 2019/188  
Decision  Date: 01.07.2019 
Subject Matter: The Board decision 
against Mimar Sinan University Fine 
Arts Faculty and the responsible 
officials upon the publication of exam 
results of students (which are 
considered as their personal data) 
online  
 
It was argued that results of exams 
taken by those at Mimar Sinan Fine 
Arts University were publicly posted 
pursuant to the exam results 
regulations of the Council of Higher 
Education and that results were 
posted online in a manner that a 
search could find and reveal them; 
that when these results were 
inquired through search engines, 
access to these results was very easy; 
that results were open to the access 
by third parties; however, that this 
was in breach of the Personal Data 
Protection Law (PDPL) no. 6698 (the 
Law), and consequently the Authority 
was asked to correct this policy and 
exam results should be announced by 
the university by means of a secure 
system requiring logging-in by typing 
user code-password. This application 
was reviewed and two decisions were 
issued: 
1. Considering the fact an 

information and documentation 
request sent by the Authority to 
Mimar Sinan Fine Arts University 
was not replied to within the legal 
term as set out in the Law, the 
requirement of the relevant 
Board Decision was not fulfilled, 
which is in breach of the 
paragraph (3) of Article 15 of the 
Law; disciplinary actions should 
be taken against the responsible 
officials of Mimar Sinan Fine Arts 
University which is considered a 
public institution, in line with 
third paragraph of Article 18 of 
the Law 

2. Mimar Sinan Fine Arts University 
should be instructed to redesign 
its current exam results 
publication and announcement 

system for transition to an 
announcement system requiring 
ID verification and only the 
person who takes the exam will 
have access to his own data by 
means of typing his Turkish ID no 
and verification code. 

 
Decision No: 2019/157  
Decision Date: 31.05.2019 
Subject Matter: A Board decision 
about an application regarding 
whether or not a corporate e-mail 
service may be used with the same 
extension over Google (gmail). 
Following a review of the letter 
asking for the Board’s advice about 
whether or not it was possible to use 
the corporate e-mail addresses with 
the ...xxx... extension over Google 
(gmail), with the same extension by 
means of an open source code 
Zimbra of the data controller which 
offers a free corporate e-mail service, 
the Board reached the following 
decision: 
1. Considering the fact that in case 

the use of Google’s G-mail e-mail 
service infrastructure will lead to 
storing of e-mails sent and 
received in data centres located 
at various locations of the world, 
this will mean the transfer of 
personal data to abroad and 
hence, data controllers should 
make such transfer in line with 
Article 9 of the Personal Data 
Protection Law no. 6698 (Law) 
which is titled “transfer of 
personal data to abroad”; 

2. It was decided that storage 
services provided by data 
controllers/data processors 
whose “servers” are located 
abroad should also be carried out 
in line with Article 9 of the Law. 

 

 
Karar No: 2019/81 ve 2019/165  
Karar Tarihi: 25.03.2019 ve 
31.05.2019 
Subject Matter: Board decisions 
about the processing of biometric 
data by data controllers which 
provide fitness centre services, for 
the purpose of conducting entry-exit 
checks of their members. 
 
The decision refers to the decisions 
about the GDPR (General Data 
Protection Regulation), various 
Council of State decisions and 
opinions in the doctrine, and it was 
ultimately decided in light of those 
opinions that the fact that “hand and 
finger print scanning” system applied 
by data controllers for entry to the 
fitness centre is offered to the 
members as a mandatory and only 
way to make use of the services was 
not in line with the principle to 
request minimum data from the 
relevant persons in light of the 
proportionality principle for the 
processing of personal data. 
 
On the other hand, considering the 
fact that the supply of a product 
and/or services should not be 
subjected to the precondition of 
express consent; that where the 
results of a choice made is affecting 
the freedom of choice of the personal 
data owner, it is not possible in such 
a case to argue that the consent is 
freely given; in the present case, it 
was taken into account that the 
approval for the palm print scanning 
(which is considered as private 
personal data) is defined as a 
mandatory precondition for entering 
into the online membership contract 
offered to potential members and 
that in case this rule is not complied 
with, the service provider will have 
the right to terminate the contract; 
accordingly, it was understood that in 
case a member has not given his 
consent to giving his palm print data 
during entry to the fitness centre, he 
would not be able to make use of the 
relevant service, and hence, it is not 
possible to argue that express 
consents given by members are given 
of their free wills, and accordingly, 

Decision About The University 
And Responsible Parties 
 

Precedent Decision: 
Procurement Of Service From 
Service Providers Whose 
Servers Are Located Abroad 
Constitutes Transfer To 
Abroad.  
 

Two Decisions About The 
Processing Of Biometric Data 

Which Are Regarded As 
Private Personal Data 
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since the service provision by the 
data controller was made conditional 
to the “express consent” 
requirement, the following decisions 
were taken against such data 
controllers:  
1. While there were alternative 

ways to ensure the entry checks 
of the members willing to make 
use of the services offered by the 
fitness centre and to check the 
entries to and exits from the 
fitness club, the fact that palm 
print data which are biometric 
data were received was in breach 
of various articles of the PDPL no. 
6098 and therefore data 
controllers should be charged 
with an administrative fine.  

2. Alternative means should be 
employed to ensure that entry 
checks for those willing to make 
use of the services of the fitness 
centre, for the purpose of 
establishing security in the fitness 
centre, and the entry-exit checks 
of the fitness centres, are 
conducted without processing of 
biometric data, and the data 
controllers should be instructed 
to immediately discontinue any 
biometric data processing and 
performing the entry-exit 
procedures by processing 
biometric data. 

3. Data processed and stored by 
data controllers so far regarding 
finger, hand and palm prints 
should be urgently destroyed by 
the data controllers in line with 
Article 7 of the Law and the 

Regulation on the Erasure, 
Destruction or Anonymization of 
Personal Data, and if the relevant 
private personal data have been 
transferred to third parties, then 
destruction procedures should be 
urgently notified by the data 
controllers to those third parties 
to whom data were transferred. 

 
Decision No: 2019/162  
Decision Date: 31.05.2019 
Subject Matter: Board decision 
rendered upon a complaint that a 
joint-stock company (data controller) 
has sent electronic commercial 
messages without the express 
consent of the relevant recipient. 
 
 When the data controller sent an 

SMS message to the phone 
number of the relevant person 
for advertisement purposes, the 
relevant person has had no idea 
about how and from where his 
personal data were obtained, and 
he asked the data controller for 
information, given the fact that 
his such personal data were used 
without his express consent; 
however, he has received no 
reply within the prescribed legal 
term; 

 As the data controller failed to 
reply to his lawful application 
within the legally prescribed 
term, he has filed a complaint 
with the Board, and demanded 
the following information: 

(1) If the data controller has an 
express consent from him to send 
SMS to him with 
advertisement/notification content; 
(2) If his personal data are processed; 
and if so, for which purposes; 
(3) To whom his personal data are 
transferred in Turkey; 
(4)  If his personal data are 
transferred to abroad, and if so, the 
identities of those transferees; 
(5)  If the Company is aware of the 
SMSs received. 
 
The Board has considered the 
application as follows: The fact that 
the Company has used the 
complainant’s mobile phone number, 
which is his personal data, for 
sending SMS to him with advertorial 
content is a data processing activity 
in light of the personal data 
protection legislation. The 
complained message does not rely on 
any condition of processing. In light 
of these facts, the Board decided to 
charge a fine of TL 50,000 to the data 
controller Company, given the fact 
that it failed to take any and all 
technical and administrative 
measures to ensure the appropriate 
level of security with the intention to 
prevent unlawful processing of 
personal data.

 
 

YOUR TIME IS 
RUNNING OUT ! 
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VERBIS 
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A Fine Of Tl 50,000 Charged 
To The Joint-Stock Company 
Which Sends Electronic 
Commercial Messages To The 
Relevant Person Without 
That Person’s Express 
Consent 
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 IS THE BOARD BOUND BY THE DEMAND WHEN IT MAKES ITS DECISIONS?  
One of the fundamental principles in civil procedures is the principle of being bound by the scope of 
the demand as set forth in Article 26 of the Code of Civil Procedures (CCP) no. 6100. Other than certain 
exceptional cases, the Court may decide for anything beyond or other than the demand; that being 
said, it is evident from the decisions of the Personal Data Protection (PDP) Board that the Personal 
Data Protection Law (PDPL) no. 6098 is a law containing unique applications specific to it. 

It is also obvious from the Board decision no. 2019/159 that the data controller which is a trust 
company processes personal data without the express consent of the relevant person. When the 
relevant person applies to the data controller, the latter fails to conclude such application, and the 
said relevant person files a complaint with the Board against the data controller. Nevertheless, the 
Board has decided that no action could be taken against the data controller about the said two 
complained matters; however, the Board has considered that the usage by the data controller of the 
personal data in question for more than once constituted an abuse of the right, even though this was 
not mentioned in the relevant person’s complaint, and therefore the Board charged the data controller 
with a fine of TL 20,000.  

As is the case in many of the Board’s decisions, it is evident also from this decision that a matter not 
complained of by the relevant person was evaluated by the Board and the Board granted a fine in this 
respect. 

   
  WHAT IS BIOMETRIC DATA? 

According to the GDPR, “biometric data” means personal data resulting from specific technical processing 
relating to the physical, physiological or behavioural characteristics of a natural person, which allow or 
confirm the unique identification of that natural person, such as facial images or dactyloscopic data. 

Article 51 of the Recital of GDPR introduces certain explanations about biometric data. Accordingly, 
the processing of photographs should not be automatically considered as processing of biometric data, 
that only when they are processed through a specific technical means allowing the unique 
identification or authentication of a natural person, such data may be considered to fall within the 
scope of the definition of biometric data, and therefore, in order for a data to be considered as 
biometric data, the criteria is that such data should identify or authenticate only that person in 
question. 

In its decision rendered by 15th Chamber under the file no. 2014/4562 E. in this respect, the Council 
of State expressed that biometric methods means identity verification techniques that are carried out 
by means of measurable physiological and personal characteristics and that may be automatically 
verified, and that among these techniques are fingerprint recognition, palm recognition, hand 
geometry recognition, iris recognition, face recognition, retina recognition and DNA recognition.  

INFORMATION GUIDE 
 

PERSONAL DATA PROTECTION LAW 
Featured Topics  

“Personal data resulting 
from specific technical 
processing relating to 
the physical, 
physiological or 
behavioural 
characteristics of a 
natural person, which 
allow or confirm the 
unique identification of 
that natural person, such 
as facial images or 
dactyloscopic data.” 
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 arasında parmak izi tanıma, avuç içi tarama, el geometrisi tanıma, iris tanıma, yüz tanıma, retina 
tanıma, DNA tanıma gibi yöntemlerin bulunduğunu ifade etmiştir. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
As it is also stated in Article 3/3 of the 
GDPR, this provision is applicable for those 
states which are not established within the 
European Union (EU) but are subject to 
international public law and applies it in 
their national legislation. 
 
This situation (i.e. being subject to the said 
laws) concerns the material scope and 
territorial scope. Article 3 which governs 
the territorial scope also governs the 
relevant responsibility about this matter. 
According to the first paragraph of the 
relevant Article, regardless of whether or 
not the data processing activity takes 
place within the Union, if it concerns the 
activities of a data controller or processor within the Union, then the person who carries out such activity is subject to GDPR. 
 
According to the second paragraph of the relevant Article, in case data of a person residing in an EU country is processed, 
regardless of whether or not he is an EU citizen, the natural/legal person data controller and/or data processor who conducts 
the data processing activities outside the EU countries shall be subject to GDPR. 

ARTİCLE - 3 
Territorial scope  

1.   This Regulation applies to the processing of personal data in the context of the activities of an establishment of a controller or a 
processor in the Union, regardless of whether the processing takes place in the Union or not.  

2.   This Regulation applies to the processing of personal data of data subjects who are in the Union by a controller or processor not 
established in the Union, where the processing activities are related to:  

(a) the offering of goods or services, irrespective of whether a payment of the data subject is required, to such data subjects in the 
Union; or  

(b) the monitoring of their behaviour as far as their behaviour takes place within the Union.  

3.   This Regulation applies to the processing of personal data by a controller not established in the Union, but in a place where 
Member State law applies by virtue of public international law 

LEGISLATION ANALYSIS 

GENERAL DATA PROTECTION REGULATION (GDPR) 
ANALYSIS:  ARTICLE-3  REGIONAL SCOPE 
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The same paragraph defines the scope of the data processing activity as follows: 

• Supply of services or products to those who live within the territory of the EU or who are EU 
citizens; 

• Supply of services in any of EU languages; 
• Tracking the behaviours and attitudes of those who live within the territory of the EU or who 

are EU citizens (profiling). 

Accordingly, since a natural or legal person that is a data controller or data processor which processes data by means of the 
methods above although he is not based in any of the EU countries is covered by the territorial scope, such person shall be 
subject to GDPR. 
 
In such a case, one may wonder how a person outside the EU countries will be subject to the GDPR or on what grounds he 
shall be penalised thereunder. The EU exercises such power through local agencies of the country which is subject to Article 
3 of the GDPR. 
 
Section 5 of the GDPR concerns the handling of data by non-EU states or institutions. Article 50 thereof which is titled 
“International Cooperation for the protection of Personal Data” and which concerns monetary fines prescribes that “the 
Commission and audit authorities shall take the appropriate steps in connection with third party countries and international 
agencies”. “Appropriate steps” mean an attempt to develop international cooperation mechanisms to facilitate the effective 
enforcement of the applicable legislation, to provide international assistance for the enforcement of the legislation applicable 
to the protection of personal data and other fundamental rights and freedoms, to involve third party countries within the 
activities to be carried out in order to enforce the legislation, including in the matter of judicial disputes with the non-EU 
countries, and to ensure the enforcement and documentation of the legislation, including in judicial disputes with third party 
countries.  
 
 
 
 

 Notification ! 
 
Contents provided on this article serve to informative purpose only. The article is confidential and property of CottGroup® and all of its affiliated legal entities. Quoting 
any of the contents of this notification without credit being given to the source is strictly prohibited. Regardless of having all the precautions and importance is put in the 
preparation of this article, CottGroup® and member companies cannot be held liable of the application or interpretation of the information provided. It is strictly advised 
to consult a professional for the application of the above-mentioned subject. Prior to taking any action in regards the above. 
 
Please consult your client representative if you are a customer of CottGroup®or consult to a relevant party. 
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